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@U!Jl Przebieg zaje¢

e Sieci WiFi

— Podstawy

- Cwiczenie z Wireshark
e Sieci komorkowe

— Podstawy GSM
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SIECI WIFI




g

e Bezprzewodowa siec lokalna
— Wireless Local Area Network (WLAN)

e Standard IEEE 802.11
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mmJJ Topologia sieci WiFi
AGH Siec z infrastruktura
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El”c“!! X(c)ll_)ﬁcl:z:gia sieci WiFi

2013-10-15 © Szymon Szott 2013 6




M wie

AGH Kanaty

e Pasmo 2.4 GHz
- 802.11b/g

e Pasmo 5 GHz
- 802.11a

e Cwiczenie
— Skaner (scanner) sieci WiFi
- Np. inSSIDER
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M wie

AGH Dostep do medium

e CSMA/CA

— Carrier Sense Multiple Access
with Collision Avoidance

Okno
DIFS wspotzawodnictwa

DIFS Zajete Szczelina
: : Nastepna ramka
medium czekania

Zmniejszanie licznika backoff
gdy medium jest wolne

LOpéiniony dostep—»|=
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CWICZENIE Z
WIRESHARK
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Scenariusz

L

Gotowy plik trace (.pcap)
http://kt.agh.edu.pl/~szott/pt/802 11.pcap

{l Wireshark 802 11, ireshark 168 (SVN Rev 42761 from /trunk- (o’

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

=Y EEX2E Aaes»aT2I(EE Qaaan @®msx B
Filter: IZI Expression... Clear Apply
MNa. Time Source Destination Protecol  Length Info -
10.000 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN=2854, FN=0, Flags=........ C, BI=100, 55ID=30 Munroe st =
2 0.062 b6:78:8c:cl:ae:cO (65:a8:d5:b2:c1:99 (RA) 802.11 1624 B02.11 Block Ack Reqg, Flags=op.P...T.
3 0.085 <Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2855, FN=0, Flags=........ ¢, BI=100, 55ID=30 Munroe 5t
4 0.187 <Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2856, FN=0, Flags=........ C, BI=100, s55ID=30 Munroe 5t
5 0.188 1Intelcor_dl:b6:4f Cisco-Li_f7:1d:51 802.11 54 Qos Null function {(No data), SN=1482, FN=0, Flags=....... TC
6 0.188 IntelCor_dl:b6:4f (RA) 802.11 38 acknowledgement, Flags=........ C
7 0.188 1IntelCor_dl:b6:4f Cisco-Li_f7:1d:51 §02.11 54 gos Null function (Mo data), SN=1483, FN=0, Flags=...P...TC
8 0.189 IntelCor_dl:b6:4f (RA) 802.11 38 Acknowledgement, Flags=........ C
9 0.290 Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2857, FN=0, Flags=........ C, BI=100, s55ID=30 Munroe 5t
10 0.294 LinksysG_67:22:94 Broadcast 802.11 90 gpeacon frame, SN=3072, FN=0, Flags=......... , BI=62, sSID=1i[ETIE:IH :2[Malformed Packet]
11 0.393 <Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2858, FN=0, Flags=........ C, BI=100, 55ID=30 Munroeg st
12 0.396 00:ae:93:3d:0a:4a ff:ff:ff:ff:bf:4a §02.11 90 Association Response, SN=3073, FN=0, Flags=......... [Malformed Packet]
13 0.495 Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2859, FN=0, Flags=........ ¢, BI=100, 55ID=30 Munroe 5t
14 0.499 LinksysG_67:22:94 Broadcast §02.11 90 Beacon frame, SN=3074, FN=0, Flags=......... , BI=100, S5ID=1inksys12
15 0.597 <Cisco-Li_f7:1d:51 Broadcast §02.11 183 Beacon frame, SN=2860, FN=0, Flags=........ C, BI=100, 55ID=30 Munroeg st -
B Frame 1: 183 bytes on wire (1464 bits), 183 5 captured (1464 bits)
Radiotap Header v0, Length 24
[+ IEEE B02.11 Beacon frame, Flags: ........ C

[ IEEE 802.11 wireless LAN management frame
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@IM Radiotap Header

e Dodatkowe informacje o odebranej ramce
e Z nagtowka radiotap pierwszej ramki
odczytaj
— Data rate
— Numer kanatu
— Poziom odebranego sygnatu [dBm]
— Poziom szumow [dBm]
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e Ogtoszenia wysytane cyklicznie przez AP,
zawiera

— Nazwe sieci (SSID)
- Kanat pracy AP

- Informacje o dodatkowych funkcjonalnosciach,
np. wspieranych data rate

e Filtrowanie ramek beacon
- wlan.fc.type subtype == 0x08

e Na podstawie wyswietlonych ramek beacon
1. Co ile sq wysytane?
2. Jakie sg zrodtowe/docelowe adresy MAC?
3. Jaka jest nazwa sieci?
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@“J]! Ramki acknowledgement

e Kanat radiowy jest half-duplex

e Potrzebujemy dodatkowej sygnalizacji
potwierdzajgcej prawidtowe otrzymanie ramki

e W pliku 802_11.pcap porownaj dwie ramki
- nr 480 (zawierajqcg polecenie HTTP GET)
- nr 481 (ramka potwierdzajqca)

e Pytania

1.

2013-10-15

Jak duza jest ramka acknowledgement?

2. Jakie sq jej zrodtowe/docelowe adresy MAC?
3.
4. Jaka jest roznica w czasie miedzy tymi dwoma

Kto wysyta tg ramke?

ramkami?
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SIECI KOMORKOWE




@“J]JJ . aml

Ef=1HAM

e Radiowa sie¢c komorkowa (cellular network)
e Global System for Mobile Communications
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Gl}i Architektura sieci GSM

Structure of a GSM network

ME: Mobile
Equipment
MT/TE

SIM
ICC

UE: User
Equipment

MS: Mobile Station

CS: Circuit
Switched

MSC: Mobile

= BSC: -

BTS: Base Base Station
Transceiver Controller
Station
GERAN: GSM EDGE Radio

g7
vl
w
=

N:
Access Network
BSS: Base Station System

CS-MGW

Switching Centre

MSC server

AN: Access Network

SMS-GMSC
PS & CS

CN: Core Network

2013-10-15

© Szymon Szott 2013




JJ Rozmieszczenie stacji BTS

AGH Serwis btsearch.pl

» Anal OGyzer » O serwisie » O danych Zrodiowych mapy » Kontakt
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JJ Zadanie domowe:
AGH Spektrum fal radiowych

Inside the radi
Ins! e radio wave spectrum
‘t Almost every wireless technology - from cell phones to garage door openers - uses radio waves to communicate, Mast of the white
| Some services, such as TV and radio broadcasts, have exclusive use of their freguency within a geographic area. areas on this chart
f But many devices share freguencies, which can cause interference. Examples of radio waves used by everyday devicesire reserved
| for military, federal
2.4 GHz band governmenat and
Used by more than 300 Industry use
corsumer devices, Incliding
Garage Wireless microwave ovens, cordloss
| Broadcast TV  door Cet medical Cest phones and wireless WiFl  Satelite Security
[ Channels 2-13 openers Bl metry phones petworks (Wi-Fi and networks ™ alems
Bluetooth) J
1 y ' ) ve
LY ane e GHe G s
" PRSPy P i Y
Uil .
e 4 frms L™ ~ Signals in this
o # -
anly be
AM radio Remoto:  EvoadcastTV ars Sateltte Weathor Cable TV Highway Paolice sent short,
535 WMz controbed UHF channeis {0iobal possnning rado radar watedito tofl tags  madar M‘ \éd
WLORH:  foys ue systems) transmissions ot vihe
distances
PERMEABLE ZOME SEMI-PERMEABLE ZONE | LINE-OF-SICHT ZOMES |
Frequencies in this range are comsidered Diffcust for skanals
more valuable because they can penetrate 10 penetrate tense
dense abjects, such as a building made objects Signals in this zone can
out of concrete == travel long distances, but
could be blocked by trees
and other objects
Micronaves Infearod _light Ultraviol  Xcays Gamma rays
Lowest = i = - Highest
fr nmeies ' froquencies.
Qe —  RADIO WAVE SPECTRUM—— rene
3 kHz wavelength 300 GHz wavelengeh
’ v > What is a hertz?
| 'I'In O hertz s one cyche per
| Radio waves occupy part of the slectromagnetic LW fv::?mcv ff;:“:f"rﬂ(::u:': :‘::’;e:;’ t(r,o.}-,fz A
| spectrum, a range of electric and magnetic waves TRRITNS g TRINCeY 8 TR GIsTance from wae crest
| of different Jengths that traved at the speed of light; x
| other parts of the spectrum include visible ight and " 1 kilohertz (kM2) = 1,000 hertz
| xrays: the shortest wavelongthn have the highest Sistante fro '_‘"""’ ¢ . 1 megahertz (Mz) = 1 million hertz
. e fror 110 Cres
| froquency, measured in hortz ca ahodad 1 gigahartz (GH2) = | billlon hertz
| ...‘:..- :::.A'-':-:l:.l tlu‘.:.':v;::vuhn-u- Lo I8 VT
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e Sieci WiFi

— Podstawy

- Cwiczenie z Wireshark
e Sieci komorkowe

— Podstawy GSM
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